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Key Client Utilities: c.oeeeiiiiieeeeeeeeeeeeeececere e 983
1. smbtree - network neighborhood text utility ................. 983
EXECULION: 1ottt 983

Important Note: for seeing shares you must enable guest user.

Note: when in smbclient interactive mode, prefix commands

with '!' to execute locally on client, otherwise commands run on

K] Y= N 1000
EXECULION: ouuiiiiiiiiiiii 1001
[ 0] o =] ST 1011
Note: if had error update bellowing file:........c.cceeveuvenennns 1012
name resolve order (G) co.vvveveviiiiiiiiiiiiceceeeaeaes 1012
3. smbtar - facilitates backups of remote shares ............... 1014
EXECULION: touiviiiiiiiiiiiiiin e 1014
mount cifs and ssh partitions ........ccceeveveiiiiiiiiiiiiinnn, 1014
Enter your Windows username and password in the file:....1017
Mount during login instead of boot .........cceeveviiiiiniinnnnn.. 1018
Slow shutdown due to a CIFS/Network Manager bug......... 1019
Installing SSHFS On Ubuntu/Debian...........ccceuvvuvineinnennnns 1019
Note: if cifs module not installed do this:.........cc..ccceeenennte 1020
Join Netbios WORKGROUP .......ccieuiiniiniiiiiiiiiineneeneneens 1021

Note: change browseable = no to yes to browse /root directory
N SMD.CONT..ceiiiiii e 1024
WINS CHNE caeneie et e e e e eanas 1026
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Install wins server in WinSOWS SErver ........cocceveuveureneennenes 1026
Samba Name resolution order:......ccccoeeviviiiienienennennes 1026
Share Level SeCUNitY ..ovuiniiniiiieeeeeeceeeeeeeeeeeens 1027
EXECULION: tuuiviiiiiiiiiiiiiii e 1027

# A publicly accessible directory, but read only, except for
people in the "root" group....cccceeeeuiiieiiiiiiiieieieeeeieeeans 1029

# A publicly accessible directory, but read only, except for

[SX=Te] o] < T o SRS 1029
Execution on WindoWS:........cuiiuiiuiiniiniinieniiineneeneneenenes 1033
(o]0 o] [ ol ¢ - 1o IRt 1033
PUDBIIC WIILE e e aas 1034
private write:Mixed: Share Level and User Level Security ...1035
Hidden Share ......cccooviiiiiiiiiiiiiiin 1037
Print - share level security .......ccoveviiiiiieiiiiiiiiieieenens 1040
Note: after adding printer run: ......cccoeveieiiiiiiiiiiiiiiiiennns 1042
S AT et aas 1046
EXECULION: tutiviiiiiiiiiiiiiiini e 1046
Note:swat contorolled by xinetd .........c..ccoeviiiiiiiiiiinann. 1046
Note: set disable = no in swatfile.......c.ccoeeiiiiiiiniiinnenn, 1057
Hi#HEE Global Section .....vveviviiiiii 1058
FEAIM (G) eriiniiei ittt e e eaeneans 1058
gUEST aCCOUNT (G)euirininiiieiiiii et e e e 1059
(o]0 o] | (oSt 1059
BUEST OK (S) teniniiiiiiie e 1060
(o] 0 1Y ={ U =T PP 1060
BUEST ONIY (S) tririniiiiieiei e 1060
WIILE TIST (S) wnrniriniieii et e e e 1061
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NOSES AlIOW (S) cenvniriiiiiiiie e eaeeans 1062
(oI L1V N () U 1064
10Cal MASTEI (G) ceuirenineiiniiee e ee i eeeeneaeneans 1065
domain MASter (G) cueueninininiiiii e eereereenens 1065
H####H#Global advanced config....coueeieeiiiiiiiiiiin 1067
MAP tO BUEST (G) eurrrininiiiiiei e e e e e aas 1067
€reate Mask (S) . ueeeieeri e 1069
SECUNTY MASK (S) ernireininiiiiiiiiie et e e 1070
directory Mask (S) ceueeeeneieeniieiieieiei e 1071
3 12] o3 e o) a4 (] I 1072
Note : another way getting pid of nmb and smb processes .1072
HHHHHHE SWwat Shares ....ooviiiiiiiiii e 1073
AAMIN USEIS (S) ernrnireinineiiiieie et eeeeneeeneaenens 1073
FEAM ISt (S) vnrrireininiiiieie et eneaeneans 1074
FOrCE USEI (S) erniniiiiiieii et 1074
User Level SECUNitY ..uiuiiiieei e aas 1075
SeCUNity MOES: . cuieiiiiieeeeieeeeee e e e 1075
1. Share-Level ..o viuiiiiiii e 1075
2.User-Level....ooooviiviiiiiiiiiniiiii 1075
sMb PassWd file (G) evuivieiiniiiiiieeieeee e 1076
Chapter 11 ............coveeeneeieieeeeeieeeieieeeeeeann, 1079
E-Mail SErviCeS . ceuceeeeeeccruccsnecsaecsaecsaecanccsescsnccsecsees 1079
Qmail: Read from LPIC-3 305 Mail and messaging Book...... 1079
1.2. Whatis gmail?........oueueiniiiiiieieeeeeeeeeeeeeeeeeaas 1079
1.3. Why use gmail? .....ceenieieieiiiiiiiieieeeeieeeeeeeaes 1079
1.3, L. SECUNITY tiriniiiiiiiiii et e eeeeea e eneeaenenananns 1080

1.3.2. Performance....ccceeieieiiiieeeeeeeeeecee s 1080
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1.3.3. Reliability ..ccoviuviiiiiiiiiiiii 1080
1.3.4. SIMPIICIty ..ocevviniiiniiiiiiiii 1080
1.5, FeaturesS....ccviuiiiiiiiiiiininn 1081
1.5.1. SEEUP teneeneiieiie ettt 1081
1.5.2. SECUNITY tiriniiii i e e e eereeeeneneneaas 1081
1.5.3. Message construction .....cocveviiiieiiniiiiininenninennnns 1081
1.5.4. SMTP SEIVICE euiuiiniiiiiniiiiiiiiinie e 1082
1.5.5. QUEUE MANAGEMENT c.ivviriiiiiiiiiieeeienieeneeeenenenanns 1083
1.5.6. BOUNCES...euivniiiiiiiiiiiiin e 1083
1.5.7. Routing by domain......ccceeiiiiiiiiiiiieceeceeieens 1084
1.5.8. SMTP deliVery ....cuueniiiiiiiiiiececce e 1084
1.5.9. Forwarding and mailing lists ........cccevvieiiiiininienannns 1085
1.5.10. Local deliVery c.cueuvuieiiiiiiiieieeeeeeeeeeeececeeeeaeaes 1085
1.5.11. POP3 SEIVICE c.euuininiiiiniiiiiiiieii e e eaees 1086
1.9. Comparison with other MTA'S ....ccoviiiiiiiiiiiiiiieiiennns 1087
2. Installation «...eeeeiiee e 1088
2.1. Installation ISSUES.....cuuienieniiiiiieieeie e 1088
2.1.1. Binary vs. SOUICE COUE c..uuiuiininiiiniieeeneeeneaaenannenns 1088
2.1.2. Tarball vs. OS-specific package ......cccceeevveveveienennnnnn. 1089
2.2, Preparation . i e e eas 1090
2.3. System requUIremMeNtS. ..o eeiriieiiiiiieeieee e eeeneeenens 1091
2.4. Download the Source.....c.ccuveviiniiiniiiieiiecieeieenneee 1093
2.5. BUild the SOUrCe .. ccuuieniiiiiiiii e 1094
2.5.1. Verify build environment .........cccoeiiiiiiiiiiiiininennnn.. 1094
2.5.2. Unpack the distribution .......ccceeeiiiiiiiiiiiiiiininnnnn.. 1096
2.5.3. Create directories .....eeuueeiuieniinieiiieeeeeceeeeanes 1097
2.5.4. Create users and SroUPS ....ceeeeeeeneneneneneneeeneeesennnnns 1098

2.5.5.Dothebuild.......ccouviiiiiiiiiiiiiii 1101
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2.6. Install UCSPI-tCP.uunrnieiiiiieiiiieieieiei e aaees 1102
2.7. Install daemontools........cceceuriuiiiiiniiniiiiiiiieeennes 1103
2.8.5tart GMQIl....eneneneeeeeie e 1104
2.8.1. /Var/gmail/rC .. 1104
2.8.2. System start-up files......cccoveiiiiiiiiiiii e 1107
2.8.2.1. The gmailctl script....ccceeuieeeiiiiiiiiiiiieeieeeeaenes 1107
2.8.2.2. The SUPErVISe SCIPLS v.ovueeeeeeeeieneeeeeeeeeeananns 1113
2.8.2.3. SMTP Access CoNtrol .....ccceuveueniiniiniinnennennennennes 1117
2.8.3. Stop and disable the installed MTA ......cccceviiinennene. 1117
2.8.4. Create System Aliases.....ccvueeniiiiiiiiiiiieeeieeennenas 1120
2.8.5.5tart gMail c..cueenenieiiiii e 1121
2.9. Test the Installation ......cooeuiiiiiiiiiiiiiiiiiieee 1121
Chapter 12 ............coveeeeeieieeeeeieeiieeeeeearannn, 1125
SECUNtY ceceerererecacsscececscsesesesscscsscesscscsssesacscsssosssscses 1125
PAM L.iiiiiiiiiiiiii e 1125
PAM CONCEPLS . cuiniititiiiiiiiiiiteinieieenteeeneneeeeneneeeanenennns 1125
PAM_tally2 ..o 1140
MOFe SECUNitY ON SSN iuieiiiiiiieiie e aas 1143
/etc/hosts.deny and /etc/hosts.allow .......ccoeeevevneninnnnnen. 1145
SSH Passwordless Login Using SSH Keygen........c..cccueeen... 1149
SSH Tunneling for bypass filtering .......ccoeeveveiiiiiininininann, 1152
SSH known_hosts and authorized keys..........ccccevnennenen... 1156
Server authentication ........coceeuiiiiiiiiiiiiiiii e, 1156
User authentication......c..ccoveeviiiiiiiiiiiiiiiie e 1157
Retrieve your SSH RSA fingerprint .....c.cceeveviieiiiiiininiinnn, 1158
Firewall (Iptables) .....ivieiniiiiieieeeeee e eeans 1158

AefiNE FUIES. . eneee e ens 1166
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Default POIICY ovueneeiiieie e 1172
WIHEING RUIES «oeeiiieie e e 1172
Save and ReSTOre .....uiuuiiiiiiiiii i e 1173
Statefull Packet Filtering......ccoevveieiiiiiiiiicieceeeeeens 1173
[ofo] g Tel=] o) &P 1173
Load Modules ........cccviiiiiiiiiiiiiiiiiiiii e 1173
=T [ =Tot AP P R PR PR PPRPPTPPRR 1174
Iptables eXamples .....ouveiniiiiie s 1174
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Chapter 13 ............coveeeeiieieeeeeteeeeeeeiteevaaan, 1193
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