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Samba 4 Active Directory configuration checklist

Question/Parameter Answer/Value

Role Domain Controller

DNS Infrastructure already in-place (%) Yes [ ) Neo

Active Directory IP Address/interface 192.168.1.1 (ethl)

How many Organization Units 10

Locations/Physical Sites 1

How many Domain Controllers 1

Domain POA .MSDCBREZ.EALL.CCM.BR
DNS Resolver Configuration Forwarding (IP: 8.8.8.8)
DHCP Server IP Address 192.168.1.1

Default Router IP Address 192.168.1.1

How many users 50

Samba 4 gy 2,5 comlive Jol Jad )5 a5 oboilan

Sl 89 pe Sleas ple a4 (S 5,90 > 0 Active Directory
Gl ol Sl o Bl leas ) el sg5 Slons elS )|
5 J nl b o) eelys oolitul 055 (ai S wly Glyie 4 o 5l
Sl 330 ey oo o lae 0 (NTP) oSl ey SS9 @



Y& / AD Domain Controller <5 olgie 43 ¥ Lol 5151 :p95 Juad

plSen olaj , L 5l v bl aS asis )3 1ol (slapimm (oolos
ol wge Kerberos jLael anl sl aliacs ool oo 2g

L ol g 4 (e a5 ol (6,500 (5590 (w90 DHCP
slalely &St o Ligy ©j90 an ) wnne ndle S5 esle ()
(2225 g0 olans TP ayazr ool G ol 4 Jlte plgie 4) S oo
Sl 9S (e CS DNS g5 50 1) ooz it 0l (izeen
5 J=8 Jouz j0 oad 53 Sleas plad (Cunl (59,0 AD Sloss
995 3 =i Lol (oS Iy eiloas (g0 50y Debian 5,
Aib o Samba 4 g sl bo cocs

o 9 —w sl — Replication g Performance Availability
S y &

358 gy S5 leie a0 Slae g cldild 050 ,0 Wb Tal 5l L
ol Loyl el 4l ) ( Sy 90 cnl 5l ploS g 5145 S
Oylate Active Directory aels oosS J oS slp 9,50 (ol sl
SSToas o @l o S s aels IS a ] Lol Sleas 15 ecns
s 040 g Ll 0,5 Resolve a4 ;o5 b g e caiiinns aSiiis &
58S o aS ogls oYU mhaw Cledbl wlasle b aS cid S
Lo 4y 0,5los g (o yiwd Sl 050 )0 pgeo Y5 51 > 0 4 2l
S 4 Active DITECtory g 5 lexe 5030l 0,5 salys S8
5 Gl DYl 5 cl GLS il 0ogae 1 7, ol cule
J=B i wlde ol sloa o Loyl 50 aS o,lo 09y & ]
P azy JoB olsS 5l B cenl oads Cou YL S L g e iws
s Performance s,50 ,0 ;5,5 S8 ol o b b a5 cad S
el ) 75 4 ud 1,8 >3 0,90 Replication

Ol olass @

laaols oloas @



Y& oo 9 i g Jb SLIbl slagugw 3,5 9 Cu e
SAMBA4X bwg Lulw Active Directory

Sed sl (e o

3 Son U S aes gle el )l 5l Sladiees Lais SIS oy
600 sladises Ll couils wialy> L Active Directory g, b
ool |y colw jo vl o, Sae all)l (6l 5L 0 50 molie 5l
Sz 0wy oo a5 Oledbl 51 6,500 g6 5 295 Jlo 0,5 dinlgs>
Sl 0o &3l )| Active Directory loges lawg ewisl ails Candd
L asS olagl g il atsls 543 amels 10 pu)lo duad Lo a5 Sloas
daosls iles DNS) oS o adgi 1) 4L oS 0,18 bLs I Lt AD
Lo a5 axiwn (69,5dee Jalge 5 oyl plplis o(o,me 9 Cogn 51,
29 S g g 3 )5 iz el b Jle (652l l0 5L
5 (J2we) ol SO s b ot canlin [L Co pae gl aS ol
Sy g 0, Slos 0550 40 (=1Ll s (ol aals S
CelB 0y50 40 Lo By 0,00 05> AD ools oL replication
39 pelgs sad Lo g 0,lai 092 g (Sloslu pudail (uuiS oo Cutro ow yiwd
T dad o et ails (g, dai (YU i) adlol Sloas 5,90
29y b1y Seaig cdlus Sole Active Directory 5w Sy (o 3Slr
5938 muiles co 43K a5 W ewple> ¥ Ll Active Directory
Active  Sloas 0 Y o yiwd g oS adlsl Blogdas asy )
ol aisls 1) Directory

AD @wld suisS oS SO ylgaca Samba 4 (g 5lailel

> Samba 4 ccai e 0,5 adlsl ppe slagon S 5l (S
LS ol basS o gools Jlews | L IS aS” el bash_profile L
L, @ 5l 5 mould 955 (Goziar yas jo |y Samba glall S
Losh s o )LS" ool plaril gl s (3llae) JolS (sl s
DS L) 55 ole,s bash



YV / AD Domain Controller <5 olgie 43 ¥ Lobw 51,1 :p95 Juad

leal@debian:~$sudo echo 'export
PATH=/usr/local/samba/bin:\
/usr/local/samba/sbin:SPATH' >>
/root/.bash_profile && echo OK

@ oS Sl WK cpl aans | OK (g5 haid b LS jgiwo
Ji8le 5 6l ye o |, 595 bash_profile was o ol L
&l el emlen , S 0,5 (ol ¢ Jle oylgxe &) Samba 4
M‘_;o oolo! 1) G yunn soxg" LSL@AJ}A.;

5 pils |, Samba 4 Lo e gl p3Y Lol i den aSl 51
0aS J S lsie 4 Samba 4 g oudas ol ol S38le 5 s
) = g Qb add Lo .ol slools 15" Active Directory asls
a2 dalol puitd solel g puiS >l Lo )8 o o

leal@debian:~$ sudo samba-tool domain provision -
- realm=POA.MSDCBRZ.EALL.COM.BR --
domain=POA --adminpass='window$$!' -- server-
role='domain controller’
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Looking up IPv4 addresses

More than one IPv4 address found. Using
192.168.1.1

Looking up IPv6 addresses

No IPv6 address will be assigned

Setting up share.ldb

Setting up secrets.ldb

Setting up the registry

Setting up the privileges database

Setting up idmap db

Setting up SAM db

Setting up sam.ldb partitions and settings
Setting up sam.ldb rootDSE

Pre-loading the Samba 4 and AD schema
Adding DomainDN:
DC=poa,DC=msdcbrz,DC=eall, DC=com,DC=br
Adding configuration container

Setting up sam.ldb schema

Setting up sam.ldb configuration data
Setting up display specifiers

Modifying display specifiers

Adding users container

Modifying users container

Adding computers container
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Modifying computers container

Setting up sam.ldb data

Setting up well known security principals

Setting up sam.ldb users and groups

Setting up self join

Adding DNS accounts

Creating
CN=MicrosoftDNS,CN=System,DC=poa,DC=msdcbrz,
DC=eall,\

C=com,DC=br

Creating DomainDnsZones and ForestDnsZones
partitions

Populating DomainDnsZones and ForestDnsZones
partitions

Setting up sam.ldb rootDSE marking as
synchronized

Fixing provision GUIDs

A Kerberos configuration suitable for Samba 4 has
been generated at /usr/local/samba/private/krbS.conf
Once the above files are installed, your Samba 4
server will be ready to use

Server Role: active directory domain controller
Hostname: debian

NetBIOS Domain: POA

DNS Domain: poa.msdcbrz.eall.com.br

DOMALIN SID: S-1-5-21-1069074877-2280341390-
3609431641
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Sl ad>se 500,50 50 ST s 13 (Lo )o (25>
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5 Loog S ol (280 9)le 5l (F i ol wiile b 5l (&
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SID 4 aseols b oyl tosiwn (souie Sledbl glls bghs oy 51
e Ser B 8yn 55 e 455 S (e szt L
Aol Lo g 0gd 0 0 JS0g5 sb 4 a5 wo o L 4 | Kerberos
Lo ouS ooliwl Samba 4 g 1 g0 ,So @ ol LU sl o1 5
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leal@debian:~$ su — root

Password:

root@debian:~# cp -pRf
/usr/local/samba/private/krbS.conf /etc/ & & echo OK
OK

root@debian:~# exit

leal@debian:~$

b oS cl (e l 4 8L OK (S j5s 6l (o295 ST

5,1 55 >g g Gl 0ad coal cawlie Joe o Kerberos soss S
l, s DNS 5, 5 0uS iulms |y smb.conf 5 ool Lo g5
Gibod aisS o 5l S5l sl O 5l Lol a8 08 00 S
50 S e oolatul Cawl piee Zone | 15 a5 als U Resolve
2l Lot Ll oS oo 05liies] DNS Google (cla g, 51 Lo Jlo
5 U iS00l DNS (clo g s glys o Lings slaym,ol ;|
LS8 ol 4 ol b oS ax>l e smb.conf LB a ol iolpg
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o 55l onlplo WS oS 1y )] samba-tool e Sl lawgs

leal@debian:~$ sudo cp -pRf
/usr/local/samba/etc/smb.conf
/usr/local/samba/etc/smb.conf-bkp & & sed -e 's/dns
forwarder =.*$/dns forwarder = 8.8.8.8/g'
/usr/local/samba/etc/smb.conf >
/usr/local/samba/etc/smb.conf-new && myv
/usr/local/samba/etc/smb.conf-new
/usr/local/samba/etc/smb.conf & & echo OK
OK

leal@debian:~$ sudo cp -pRf
/usr/local/samba/etc/smb.conf \
/usr/local/samba/etc/smb.conf-bkp & & \
sed -e 's/dns forwarder =.*$/dns forwarder =
8.8.8.8/g'

/usr/local/samba/etc/smb.conf >
/usr/local/samba/etc/smb.conf-new & & \
myv /usr/local/samba/etc/smb.conf-new
/usr/local/samba/etc/smb.conf && \

echo OK

OK

leal@debian:~$

DS (79,



